
Your Heritage Valley FCU card has 
been charged $246.90 on ApplePay. 
Visit hvfcu.servintperu.com to verify 
immediately.

Your account has been limited for  
security purpose. Visit  
hvfcuhelp.projectbit1024.com  
to verify immediately.

Your Online Mobile Access has been 
locked. Verify now hvfcu_gulfelite.net

FRM: Heritage Valley FCU
MSG: Your Account has been  
disabled, Due to unusual activities, 
Action required immediately. https://
artbybev14.com/aas/s/a

SCAM  
WATCH

Fraudsters may try to 

obtain your personal 

information by 

impersonating a Heritage 

Valley employee. 

For your protection, 

Heritage Valley will never 

call, text, or email you 

asking for your personal or 

account information

Sense of Urgency

Secrecy

Personal Information

Unusual Payments

The fraudster will ask you to transfer funds quickly

They will tell you to keep the conversation a secret from your  

�nancial institution

They will ask for usernames, passwords, PINs and other  

information to access your accounts.

They might request payments via cryptocurrency, gift cards,  

and wire transfer

How to Spot a Scam

!
If you suspect a scam, stop all communications 

with the person, and contact us directly.

717-840-4981


